
It has been brought to our attention that
fraudulent emails have been sent out
claiming procurement opportunities from
“Brunei Shell Petroleum”. 

ALERT: FAKE EMAILS ON
PROCUREMENT OPPORTUNITIES

We would also like to remind the public to follow official BSP channels for
Tender or Expression of Interest (EOI) opportunities. Please note all official
emails from BSP will come from BSP’s official email domain @bsp-shell.bn.
However, please be aware that email domains can be spoofed. Hence, we
urge everyone to remain cautious and to take necessary safeguards against
unnecessary phishing or fraudulent emails claiming to come from BSP.

If there is a request for sensitive information or suspicious email, it is
recommended to cross check and verify with the respective party in BSP or
to contact BSP for further confirmation.

We would like to confirm that the
procurement opportunities offer is fraudulent
and is not associated with Brunei Shell
Petroleum.

We ask the public's cooperation to stay safe
and to exercise utmost caution against
fraudulent emails.

To report suspicious emails, please send a
message to:
BSP-External-Affairs@bsp-shell.bn. 
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STAYING SAFE AGAINST
FRAUDULENT ADVERTISEMENT

Always follow official and verified BSP channels. BSP only updates
through its social media accounts (Instagram: @bsp_company and
LinkedIn: @Brunei Shell Petroleum Company), official website:
bsp.com.bn as well as verified national media outlets. Tender and
Expression of Interest (EOI) opportunities are also updated on
BSP’s official website.  

Do not respond to unsolicited business propositions and/or job
offers from people or e-mail addresses you do not know or trust.

BSP is not responsible for any expense, loss, and/or damage of any
kind, which might have occurred in connection with or as a result of
any fraudulent advertisements. Stay safe! 

Do not disclose your personal or financial details to anyone you
do not know or trust, or on a website you do not trust.

Be vigilant 
Question: Healthy scepticism can save your finances 
Report: Notify BSP (via its official channels) and the local
authorities 
Educate: Only share verified information with your families
and friends. Share your knowledge and prevent the spread of
scams.


